Docke^Bc: 246400.01 64US 



In the United States Patent and Trademark Office 



5 



10 



P 15 

f |.-=! 
I 

s==ss 
fU 

frl 20 

r TO ALL WHOM IT MAY CONCERN: 

rU BE IT KNOWN, that we, Peter D. Brittingham, a citizen of the United States and 

j^^ a resident of Titusville, New Jersey, Douglas Forer, a citizen of the United States 

W 25 and a resident of Trenton, New Jersey, Kevin Bentley, a citizen of the United 
O States and a resident of Lambertville, New Jersey, have invented certain new 

and useful improvements in 

REMOTE COMPUTER CAPABILITIES QUERYING AND 
30 CERTIFICATION, 

of which the following is a specification. 
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REMOTE COMPUTER CAPABILITIES QUERYING AND 

CERTIFICATION 

Field of the Invention 

5 This invention relates generally to the field of collaborative computing and/or 

computer network based applications, and more particularly, to a method and 
apparatus for remotely querying and certifying capabilities and/or compatibilities of 
client computers over a computer network. 
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10 Background of the Invention 

A substantial increase in the use of computers has been seen in recent 
years, and along with this increase has come an explosion in the use of 
computer networks, e.g., a local area network (LAN) and a wide area network 
(WAN), e.g., the Internet, particularly the world-wide-web (WWW). Nowadays, a 
15 plethora of products and services are offered "on-line" over the various 
computer networks, which act as a communication conduit between a supplier 
(often referred to as a "server") and a user (often referred to as a "client") of the 
various products and services. 

Often, in order for a user to utilize the information objects and services 
20 available on-line, the client computer of the user must have some minimum 
performance capability. For example, typical on-line services may require the 
client computer to have a particular processor family or later, a minimum display 
resolution, a minimum memory capacity, one or more peripheral devices or the 
like. The client computer may also be required to have installed thereon 
25 software components, e.g., a specific version of web browser, one or more plug- 
in modules, one or more dynamic linked libraries (DLL) or the like. Some on-line 
services, e.g., a service providing distant learning programs, which may involve 
transferring of a large amount of multimedia data, may require the client 
computer to have a minimum communication bandwidth capability. Software 
30 products available to be purchased on-line may have a compatibility 
requirement, e.g., a particular operating system, a particular processor family or 
the like. 

Many of the on-line service providers and on-line software suppliers list 
the minimum performance/capability and compatibility information, respectively, 
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from which a user may verify whether his or her computer has sufficient 
performance/capabilities for the particular on-line sen/ice, or whether it is 
compatible with a particular software product the user wishes to purchase on- 
line. 

5 Unfortunately, a typical user of an on-line service or an on-line purchaser 

of a software product may not know the performance/capability of, or the 
software/hardware components installed on, his or her computer, and thus may 
not be able to accurately determine whether his or her computer is compatible 
with the on-line service or the software product. A user or purchaser often 

10 assumes that his/her computer is compatible, and, if the assumption was 
incorrect, experiences difficulties in accessing the services or in installing and 
running the software product. Because the user may be unaware which aspect 
of the performance/capability/compatibility requirement the user computer does 
not meet, the user may not be able to remedy the incompatibility problem. The 

15 incompatibility problem may even result in a . fatal failure of the user computer, 
rendering it inoperable even after an attempt by the user to restore operability, 
e.g., by rebooting or the like, and may thus be inconvenient and frustrating to 
the user. 

It is thus desirable for the on-line service and product suppliers to 
20 remotely determine the compatibility of a particular user computer directly from 
the user computer before the user attempts to utilize an on-line service or 
purchases a software product on-line. 

Moreover, one particularly useful service available on-line is what is 
usually referred to as an on-line "help desk", which provides technical support to 
25 a user, who may be experiencing difficulties operating the user computer. 
Typically, to utilize an on-line help desk service, the user would either ask a 
specific question, or provide information regarding the difficulties the user is 
experiencing, either over the telephone or on-line, e.g., through a dialog box 
provided in the website of the service provider or through an e-mail message or 
30 the like, to an expert technician employed by the service provider. 

It is often very useful for the expert technician to find out what software 
and/or hardware components installed on the user computer in order to 
accurately diagnose the particular problem he or she is trying to solve. A typical 
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user is however technically inept at supplying the necessary or desired 
information to the technician. It is thus desirable to provide a mechanism 
through which the expert technician can remotely query the user computer for 
information regarding the installed components thereon. 
5 Known prior attempts, e.g., the on-line help service provided by the 

Expertcity.com (whose universal resource locator (URL) is 
http://www.expertcity.com) of Santa Barbara, California, to remotely query the 
user computer by an on-line expert technician uses a "screen sharing" program, 
similar to the well known PCANYWHERE™ being sold by the Symantec 
10 Corporation of Cupertino, California. These so called screen sharing programs, 
while allowing an expert technician to determine the installed components of a 
user computer, require the user to completely surrender control of the user 
computer to a human technician, who may be free to gather information 
□ unnecessary for the technical support, and which may be confidential, sensitive 

fi 15 or private. That is, through these screen sharing programs, the expert 
CO technician may view, copy or alter any of the files stored on the user computer, 

and, if, e.g., the user computer is connected to a network, e.g., a LAN, any file 
stored on any of the computers connected to the network. It is thus desirable 
that the query for the installed component be performed by a computer program 
20 written specifically for gathering the installed component information only, rather 
than turning the complete control of the user computer over to a human 
technician. 

Thus, there is a need for a method and system, which allows an on-line 
service and software product supplier to remotely determine the performance, 
25 capability and/or compatibility of a user computer before the user attempts to 
utilize the on-line service or purchases the software product on-line. 

Thus, there is also a need for a querying program that remotely gathers 
information regarding the components installed on a user computer, and 
provides the gathered information to an expert technician of an on-line help desk 
30 service. 
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SUMMARY OF THE INVENTION 

In accordance with the principles of the present invention, a method of 
querying a client computer by a server over a communication network to 
determine whether the client computer has sufficient performance capability in 
5 order to utilize an on-line service comprises: allowing a query program to be 
downloaded to the client computer, the query program, upon execution, 
querying the client computer for at least one performance parameter, 
transmitting at least one performance parameter to the server over the 
communication network, determining whether the client computer has a 
10 sufficient performance capability to utilize the on-line service based on at least 
one performance parameter. 

In accordance with another aspect of the principles of the present 
invention, one or more computer programs embedded on a computer readable 
storage medium implements a method of querying a client computer by a server 
15 over a communication network to determine whether the client computer has 
sufficient performance capability in order to utilize an on-line service, and 
comprises a set of instructions for: allowing a query program to be downloaded 
to the client computer, the query program, upon execution, querying the client 
computer for at least one performance parameter, transmitting at least one 
20 performance parameter to the server, and determining whether the client 
C3 computer has a sufficient performance capability to utilize the on-line service 

based on at least one performance parameter, 
[y In accordance with another aspect of the principles of the present 

P invention, a system for remotely querying a client computer by a server over a 

25 communication network comprises a communication network, and a server 
configured to allow a query program to be downloaded to the client computer, 
the query program, upon execution, querying the client computer for at least one 
performance parameter, the server further configured to receive the at least one 
performance parameter from the querying program, and to determine whether 
30 the client computer has a sufficient performance capability to utilize the on-line 
service based on the at least one performance parameter. 

In accordance with yet another aspect of the principles of the present 
invention, a method of providing information regarding one or more components 
installed on a user computer to an expert technician during an on-line technical 
35 support session with a sever over a communication network comprises: allowing 
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a query program to be downloaded to the user computer, the query program, 
upon execution, querying the user computer for information regarding the one or 
more components installed on the user computer, transmitting the information to 
the server, and displaying the information to the expert technician. 



Features and advantages of the present invention will become apparent 
to those skilled in the art from the following description with reference to the 
drawings, in which: 

Fig. 1 shows an exemplary embodiment of the remote client computer 
performance/compatibility querying and certification system in accordance with 
the principles of the present invention; 

Fig, 2 shows an exemplary flow diagram illustrating the remote client 
computer performance/compatibility querying and certification process in 
accordance with the principles of the present invention; 

Fig. 3 shows the relevant portions of an exemplary embodiment of the 
communications between the client computer and the server in accordance with 
an embodiment of the present invention; and 

Fig. 4 shows an exemplary flow diagram illustrating the process of 
providing information regarding one or more components installed on a user 
computer to an expert technician during an on-line technical support session in 
accordance with the principles of the present invention. 

DETAILED DESCRIPTION OF PREFERRED EMBODIMENTS 

For simplicity and illustrative purposes, the principles of the present 
invention are described by referring mainly to an exemplary embodiment 
thereof. However, one of ordinary skill in the art would readily recognize that the 
same principles are equally applicable to and can be implemented in any other 
embodiments without departing from the true spirit and scope of the principles of 
the present invention. 

In accordance with the principles of the present invention, a remote client 
computer performance/compatibility querying and certification system allows a 
sen/er to remotely query a client computer over a communication network to 



BRIEF DESCRIPTION OF THE DRAWINGS 




Dockej 



: 246400.01 64US 



5 



10 



J 15 

i V 

h 20 
25 



30 



gather performance/capability information of the client computer, e.g., the 
processor class or family, the type and the version of the operating system, 
display resolution capability, installed software components, peripheral devices 
connected to the client computer and/or the like, and determines whether the 
client computer is capable of accessing and utilizing an on-line service available 
over the communication network. 

The performance/capability information is gathered by the use of a 
querying program downloaded from the server, and running on the client 
computer. The querying program may query, e.g., through one or more 
application program interface (API) function calls, the system/component 
registry of the operating system of the client computer. 

The gathered performance/capability information may be used, e.g., to 
pre-certify the client computer before the user attempts to utilize the on-line 
service, to determine whether the client computer is compatible with a software 
product, which the user of the client computer desires to purchase on-line over 
the communication network, and/or to provide an expert technician information 
regarding the installed software/hardware components of the client computer 
during an on-line technical support session. 

In particular, Fig. 1 shows an exemplary embodiment of the remote client 
computer performance/compatibility querying and certification system 100 in 
accordance with the principles of the present invention. As shown, the system 
100 comprises a communication network 101, which may be, inter alia, a local 
area network (LAN) or a wide area network (WAN) , e.g., the Internet - and 
particularly the world wide web (WWW), which may comprise a plurality of 
computers, routers, gateways and/or portions of the Public Switched Telephone 
Network (PSTN), as known to those familiar with the architecture of the Internet. 

The client computer 102 (although for simplicity only one client computer 
102 is shown in Fig. 1 , it should be understood that there may be any number of 
client computers) communicates with the server 104, e.g., using a web browser, 
e.g., the NAVIGATOR® from the Netscape Communications Corporation of 
Mountain View, CA, USA, or the INTERNET EXPLORER® from the Microsoft 
Corporation of Redmond, Washington, USA, installed on the client computer 
102. 



-6- 



Dock^B: 246400.01 64US 



The server 104 (although for simplicity only one server 104 is shown, it 
should be understood that there may be any number of servers offering various 
products and services on-line) provides an interface, e.g., one or more web 
pages and/or applications viewable and accessible by the client computer 102 
5 through the communication network 101, using a web browser installed on the 
client computer 102. The interface may be, e.g., hypertext markup language 
(HTML) pages, dynamic hypertext markup language (DHTML) pages, 
JAVASCRIPT™, active server pages (ASP) or the like. 

The server 104 may maintain a client computer database and user profile 
10 database in the server storage 105. The client computer database may have 
stored therein, inter alia, an identification and/or 
performance/capacity/compatibility information of client computers 102, which 
have previously been certified by the server 104. The user profile database may 
contain therein identification and/or password information for each user of the 



"J 15 client computers having a record in the client computer database. The server 
12 104 may further maintain, in the server storage 105, a minimum 

performance/capability requirement criteria for at least one on-line service 
[Q available over the communication network 101, or compatibility requirement 

l„ criteria for at least one software product available for purchasing on-line over the 

fU 20 communication network 101. The minimum performance/capability requirement 
l^^] criteria and the compatibility requirement criteria specify the minimum 

O performance/capability a client computer must have in order to be able to utilize 

the corresponding on-line service and to be compatible with the corresponding 
software product, respectively. 
25 The client computer 102 may include a client storage 103, which may 

have stored thereon various user and system computer files and programs, 
which may be personal to the user of the client computer 102, and thus may be 
confidential, sensitive or private, the sharing of which with other than the user 
may be otherwise undesirable. 
30 The remote client computer performance/compatibility querying and 

certification process in accordance with the principles of the present invention 
will now be described with references to Fig. 2. The process 200 begins in step 
201 when a user of a client computer 102 initiates a client computer certification 
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session by establishing a communication link with the server 104, e.g., by 
providing the universal resource locator (URL) of the server 104. 

Once the communication link is established, in step 202, the server 104 
makes a determination whether the particular client computer 102 was 
5 previously certified. As will be described in more detail later, in an embodiment 
of the present invention, when a client computer passes the certification 
process, i.e., is deemed to have sufficient performance/capability for a particular 
on-line service, the server 104 sends a certification file indicative of the 
certification to be stored in the passing client computer 102. The certification file 

10 is accessible by the server 104, and thus allows the server 104 to make the 
determination in step 202. 

If it was determined that the particular client computer was previously 
certified, in step 203, the server 104 may verify if the previous certification has 
since expired or if the certification requirement has changed since the last 

15 certification of the client computer 102. If either the previous certification has 
expired or the certification requirement has changed, the client computer 102 
must again be certified, and the process 200 proceeds to the certification steps 
starting with the step 206. 



20 if the certification requirement remains the same since the previous certification, 
the server 104 may indicate to the user of the client computer of the fact of the 
previous certification, and may prompt the user whether the user wishes to re- 
certify the client computer in step 205. In an embodiment of the present 
invention, the certification file may contain a unique identification number 

25 corresponding to the particular client computer, which the server 104 may use to 
retrieve the performance/capability information gathered during the previous 
certification process stored in the client computer database in the server storage 
105, and which may be displayed to the user. 



30 the other hand, the user indicates that he/she wishes to re-certify, e.g., because 
the user knows that the configuration of the client computer may have changed 
since the last certification, the certification process begins in step 206. 



If the previous certification of the client computer 102 has not expired and 



If the user selects not to re-certify, the process ends in step 218. If, on 
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If the client computer was determined not to have previously certified in 
step 202, the user may be presented with a "log-in" page prompting the user to 
enter his/her user identification information and password previously assigned to 
the particular user. The server 104 compares the user profile database stored in 
5 the server storage 105, and if the user identification and the password are 
correctly entered and matches the corresponding record in the database, allows 
the user to continue with the certification process beginning at step 206. If the 
user is not found in the user profile database, the server 104 may prompt the 
user to register as a new user creating a new user identification and password, 
10 and may allow the newly registered user to continue with the certification 
process. The server 104 may prompt the user to create a unique identification 
number of the client computer the user wishes to certify if the particular client 
computer does not already have a record in the client computer database. 
Q In step 206, the server 104 allows the user to download a query program 

15 to the client computer 102, and prompts the user to start the execution of the 
ro downloaded query program. Once executed, the query program queries the 

m operating system of the client computer 102, to obtain the 

:J performance/capability information in step 207. 

As shown in more detail in Fig. 3, the query program 304 may be any 
20 executable program, and issues one or more application program interface (API) 
function calls, e.g., the "GetSystemlnfo" class function calls available in the 
WINDOWS'T'^ operating system sold by Microsoft Corporation of Redmond, 
Washington, to the operating system 302. In response to the function calls, the 
operating system 302 retrieves the information requested by the function calls 
25 from the system/component registry 303, returns the retrieved information 
(which will be referred to as the performance parameters hereafter) back to the 
query program 304. The performance parameters may be any characteristics of 
any hardware/software components installed on the client computer 102, which 
may be, by way of an example only, the processor family and/or speed, the type 
30 and the version of the operating system, display resolution capability, installed 
software components, peripheral devices connected to the client computer 
and/or the like. 
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Referring again to Fig. 2, in step 208, the query program 304 transmits 
the performance parameters to the browser 305, which in turn passes the 
performance parameters to the server 105 over the communication network 

101. While it can be accomplished using any know parameter passing 
mechanisms, in a preferred embodiment of the present invention, the 
performance parameters are passed from the query program 304 to the browser 
305 as "cookies", as well known to those familiar with web application 
development. 

In step 209, the server 104 in turn compares the received performance 
parameters against the minimum performance/capability requirement criteria or 
the compatibility requirement criteria stored in the server storage 105, and, in 
step 210, based on the performance parameters, determines whether the client 
computer 102 meets or exceeds the certification criteria. 

In step 211, if the client computer passes the certification criteria, the 
server 104 makes available the certification result indicating the successful 
certification for viewing by the user 301 (Fig. 3) of the client computer 102 
through the browser 305 (Fig. 3). 

In step 212, the server 104 sends a certification file to the client computer 

102, which may store the file in the client storage 103. The certification file may 
be any file that may be made available to the server 104 the next time a 
communication link is established between the browser 305 of the client 
computer 102 and the server 104. An example of the certification file may be 
what is usually referred to as a "cookie" as well known to those familiar with web 
application development, and may contain an indication of successful 
certification and/or the unique identification number of the client computer 102. 

The server 104 then updates the record in the client computer database 
stored in the server storage 105 corresponding to the particular client computer 
with the newly gathered performance parameters in step 213. The process then 
ends in step 218. 

If, on the other hand, in step 210, it was determined that the client 
computer 102 did not pass the certification process, the server 104, in step 213, 
the server 104 determines whether any remediation may be available for the 
deficiency(ies), and if remediation is available, displays the remediation to the 
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user 301 in step 215. An exemplary remediation may be to direct the user to 
download and install missing and/or updated version of an obsolete software, 
which may be available for download on-line, by, for example, providing the URL 
of the website from which the software may be downloaded. In an embodiment 
5 of the present invention, if there is an immediate remediation available, e.g., if 
missing required software component is available for immediate downloading 
and Installation, the server 104 allows the user of the client computer 102 to 
choose to immediately correct the deficiency(ies), e.g., download and install the 
missing software components. If, in step 216, the user of the client computer 
10 102 takes the immediate corrective action, the process returns to step 209 to 
again determine if the certification requirement is now satisfied after the 
corrective action. 

If, on the other hand, there is no remediation available or if the user of the 
client computer 102 chooses not to perform the available remediation steps, the 

15 server 104, in step 217, makes available the certification result indicating the 
failure for viewing by the user 301 (Fig. 3) of the client computer 102 through the 
browser 305 (Fig. 3), and the process 200 ends in step 216. 

In an embodiment of the present invention, the querying program 304 
may be utilized to provide information regarding the software/hardware 

20 components installed on the client computer 102 to an expert technician during 
an on-line technical support session. In this embodiment, as shown in Fig. 4, 
the process 400 starts in step 401 when a user establishes an on-line technical 
support session with the server 104, which in this case provides an on-line 
technical support service. As previously explained with respect to steps 206, 

25 207 and 208 shown in Fig. 2, in steps 402, 403 and 404, respectively, the query 
program 304 is downloaded to and executed from the client computer 102, the 
client computer 102 is queried, and the performance parameters are returned to 
the server 104. In step 405, the server 104 allows the expert technician to only 
view the information gathered by the query program 304. In this embodiment, 

30 the query program 304 is limited to issuing the API function calls to the operating 
system of the client computer 102, and may only request information found from 
the system/component registry 303 of the client computer. Thus, the expert 
technician is only able to view the registry information, and unable to view, much 
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less copy or modify, any other information that may be personal and/or private, 
stored in the client computer 102. 

While the invention has been described with reference to the exemplary 
embodiments thereof, those skilled in the art will be able to make various 
modifications to the described embodiments of the invention without departing 
from the true spirit and scope of the invention. 
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